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.Jc�you are involved in technology, you know the drill: Microsoft Patch Tuesday, 
or Cybersecurity and Infrastructure Security Agency (CISA) releases an 

urgent advisory, or an Information Sharing and Analysis Center (ISAC) issues a 
bulletin of an urgent cybersecurity advisory to its membership.

�ŶĚ�ǇŽƵ�ŚĂǀĞ�ƚŽ�Įǆ�ƚŚĞŵ͙

�zĞƚ͕�ǁŝƚŚ�ŵĂŶǇ͕ �ĞƐƉĞĐŝĂůůǇ�ĐŽŵƉůĞǆ�ǀƵů-
ŶĞƌĂďŝůŝƟĞƐ�ůŝŬĞ�hƌŐĞŶƚͬϭϭ͕�^ǁĞǇŶdŽŽƚŚ͕�Žƌ�
'Zh�Ϯ͕�ǇŽƵ�ĚŽŶ͛ƚ�ŐĞƚ�ĞŶŽƵŐŚ�ŝŶĨŽƌŵĂƟŽŶ�
ŽŶ�ƚŚĞ�ĂĐƚƵĂů�ƌŝƐŬ�ŝŵƉĂĐƚ�ƚŽ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ͕�
ǁŚŝĐŚ�ĚĞǀŝĐĞƐ�ĂƌĞ�ĂīĞĐƚĞĚ͕�ǁŚĂƚ�ĂƌĞ�ƚŚĞ�
ĂĐƚƵĂů�ŝŵƉĂĐƚƐ͕�ǁŚĂƚ�ŝƐ�ƚŚĞ�ĐƌŝƟĐĂůŝƚǇ͍�tŝƚŚ�
ŵĞĚŝĐĂů�ĚĞǀŝĐĞƐ�ĞĂĐŚ�ŽĨ�ƚŚĞƐĞ�ĨĂĐƚŽƌƐ�ĂƌĞ�Đƌŝƚ-
ŝĐĂů�ƉŽŝŶƚƐ�ƚŚĂƚ�ĐĂŶ�ŝŵƉĂĐƚ�ƉĂƟĞŶƚ�ƐĂĨĞƚǇ�ĂŶĚ�
ĐůŝŶŝĐĂů�ŽƉĞƌĂƟŽŶƐ͕�ĂŶĚ�ǇŽƵ�ĐĂŶŶŽƚ�ƐŝŵƉůǇ�
ĂƉƉůǇ�ƚŚĞ�ƉĂƚĐŚ�ĚƵĞ�ƚŽ�ƌĞŐƵůĂƚŽƌǇ�ĐŽŶƐƚƌĂŝŶƚƐ�
ŽŶ�ƚŚĞ�ŵĞĚŝĐĂů�ĚĞǀŝĐĞ�ŵĂŶƵĨĂĐƚƵƌĞƌƐ͛�ĂŶĚ�
ƚŚĞŝƌ�ƉƌŽĚƵĐƚƐ͘

/Ŷ�ŵŽƐƚ�ŚĞĂůƚŚ�ĚĞůŝǀĞƌǇ�ŽƌŐĂŶŝǌĂƟŽŶƐ�
;,�KƐͿ͕�ƚŚĞƐĞ�ĐǇďĞƌƐĞĐƵƌŝƚǇ�ĂůĞƌƚƐ�ƚƌŝŐŐĞƌ�
ĐŚĂŶŐĞ�ŵĂŶĂŐĞŵĞŶƚ�ƉƌŽĐĞƐƐĞƐ�ĂŶĚ�ŽƌŐĂ-
ŶŝǌĂƟŽŶͲǁŝĚĞ�ĂĐƟŽŶƐ�ƚŽ�ŝĚĞŶƟĨǇ�ĂŶĚ�ƉĂƚĐŚ�
ǀĂƌŝŽƵƐ�ŶĞƚǁŽƌŬĞĚ�ĞŶĚƉŽŝŶƚƐ�ĂŶĚ�ƐĞƌǀĞƌƐ�ƚŽ�
ŵŝŶŝŵŝǌĞ�ŶĞƚǁŽƌŬ�ĞǆƉŽƐƵƌĞ�ĂŶĚ�ĚĂƚĂ�ƌŝƐŬƐ�
ĨƌŽŵ�ƚŚŝƐ�ůĂƚĞƐƚ�ǀƵůŶĞƌĂďŝůŝƚǇ͘��Ɛ�ǀƵůŶĞƌĂďŝůŝ-
ƟĞƐ�ĂŶĚ�ƚŚƌĞĂƚƐ�ĂƌĞ�ƌĂƉŝĚůǇ�ĂĐĐĞůĞƌĂƟŶŐ͕�ƐŽ�
ĂƌĞ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ Ɛ͛�ĞǆƉŽƐƵƌĞ�ĂŶĚ�ƌŝƐŬƐ͘�
tŝƚŚ�ůŝƩůĞ�ŝŶŇƵĞŶĐĞ�ƚŽ�ĐŚĂŶŐĞ�ƚŚĞƐĞ�ĚǇŶĂŵ-
ŝĐƐ͕�ƚŚĞ�ĐŚĂůůĞŶŐĞƐ�ĂƌĞ�ǁŚĂƚ�ƚŽŽůƐ�ĂŶĚ�ƉƌŽ-
ĐĞƐƐĞƐ�ĂƌĞ�ŝŶ�ƉůĂĐĞ�ƚŽ�ŝĚĞŶƟĨǇ�ĂŶĚ�ƉƌŝŽƌŝƟǌĞ�
ǁŚĞƌĞ�ƚŽ�ĨŽĐƵƐ�ůŝŵŝƚĞĚ�ƌĞƐŽƵƌĐĞƐ�ƚŽ�ŵŝƟŐĂƚĞ�
ǀƵůŶĞƌĂďŝůŝƟĞƐ͕�ǁŝƚŚ�ƉĂƚĐŚŝŶŐ�ǁŚĞŶ�ƉŽƐƐŝďůĞ͕�
Žƌ�ŽƚŚĞƌ�ŵŝƟŐĂƟŶŐ�ĐŽŶƚƌŽů�ŵĞĂƐƵƌĞƐ͘�

dŚĞ�ĐŽŵƉůĞǆŝƟĞƐ�ŽĨ�ĐŽŶŶĞĐƚĞĚ�ĚĞǀŝĐĞƐ͕�ƚŚĞ�
ǀĂƌŝĞƚǇ�ŽĨ�ĚĞǀŝĐĞƐ�ǁŝƚŚ�ůĞŐĂĐǇ�KƉĞƌĂƟŶŐ�ƐǇƐ-
ƚĞŵƐ͕�ƌĞŐƵůĂƚŽƌǇ�ĐŽŶƐƚƌĂŝŶƚƐ͕�ĂŶĚ�ĂůŝŐŶŵĞŶƚ�
ǁŝƚŚ�ĐůŝŶŝĐĂů�ƉƌŝŽƌŝƟĞƐ�ĚŽĞƐ�ŶŽƚ�ĂůǁĂǇƐ�ƉĞƌŵŝƚ�
ƚŚĞ�ƌĂƉŝĚ�ĚĞƉůŽǇŵĞŶƚ�ŽĨ�ĐǇďĞƌͲƌĞůĂƚĞĚ�ƉĂƚĐŚ-
ĞƐ͖�ĚĞƐƉŝƚĞ�ƚŚĞ�&���ƉŽƐƚͲŵĂƌŬĞƚ�ŐƵŝĚĂŶĐĞ�
ĐŽŶǀĞǇŝŶŐ�ƐŽŵĞ�ŇĞǆŝďŝůŝƚǇ�ƚŽ�ŵĞĞƟŶŐ�ƚŚĞ�
ƚŚƌĞĂƚƐ͘�tŚŝůĞ�ƐŽŵĞ�ƐƵŐŐĞƐƚ�ƚŚŝƐ�ŐƵŝĚĂŶĐĞ�
ĨƌŽŵ�ƚŚĞ�&���ƉĞƌŵŝƚƐ�ƉĂƚĐŚŝŶŐ͕�ƚŚĞ�ŵĞĚŝĐĂů�
ĚĞǀŝĐĞ�ŵĂŶƵĨĂĐƚƵƌĞƌ�;D�DͿ�ƵůƟŵĂƚĞůǇ�ƌĞ-
ŵĂŝŶƐ�ƌĞƐƉŽŶƐŝďůĞ�͞ĂďŽƵƚ�ŝĚĞŶƟĨǇŝŶŐ�ƌŝƐŬƐ�
ĂŶĚ�ŚĂǌĂƌĚƐ�ĂƐƐŽĐŝĂƚĞĚ�ǁŝƚŚ�ƚŚĞŝƌ�ŵĞĚŝĐĂů�
ĚĞǀŝĐĞƐ͕�ŝŶĐůƵĚŝŶŐ�ƌŝƐŬƐ�ƌĞůĂƚĞĚ�ƚŽ�ĐǇďĞƌƐĞ-
ĐƵƌŝƚǇ͘͟ �dŚĞ�ŵĂŶƵĨĂĐƚƵƌĞƌ�ŝƐ�ƐƟůů�ƌĞƋƵŝƌĞĚ�ƚŽ�
ĐŽŶĚƵĐƚ�Ă�ƌŝƐŬ�ĂƐƐĞƐƐŵĞŶƚ�ĨŽƌ�ĂŶǇ�ĐŚĂŶŐĞƐ�ƚŽ�
ƚŚĞŝƌ�ƉƌŽĚƵĐƚ�ĂŶĚ�ŝŶƐƚĂůůĞĚ�ƐŽŌǁĂƌĞ�ƚŽ�ĞŶ-
ƐƵƌĞ�ƚŚĞ�ŝŶƚĞŶĚĞĚ�ƵƐĞ�ŽĨ�ƚŚĞ�ĚĞǀŝĐĞ͕�ĂŶĚ�ƚŚĂƚ�
ĂŶǇ�ƐŽŌǁĂƌĞ�ĐŚĂŶŐĞƐ�ĚŽ�ŶŽƚ�ĂůƚĞƌ�ƚŚĞ�ŝŶ-

ƚĞŶĚĞĚ�ƵƐĞ�ĂŶĚ�ŽƉĞƌĂƟŽŶ�ŽĨ�ƚŚĞ�ĚĞǀŝĐĞ͘�dŚŝƐ�
ŝƐ�ǁŚĞƌĞ�ƚŚĞ�ƌĞƐƉŽŶƐĞ�ĂŶĚ�ĚĞůĂǇ�ĂƌĞ�ŽŌĞŶ�
ƚŚĞ�ƌĞĂůŝƚǇ�ĨĂĐŝŶŐ�,dD�ĂŶĚ����ĚĞƉĂƌƚŵĞŶƚƐ͘

,�KƐ�ŵĂǇ�ĐŽŶƐŝĚĞƌ�ƚŚĞ�ƌŝƐŬ�ŽĨ�ŶŽƚͲƉĂƚĐŚŝŶŐ�ŝƐ�
ŚŝŐŚĞƌ�ƚŚĂŶ�ƚŚĞ�ƌŝƐŬ�ŽĨ�ƉĂƚĐŚŝŶŐ͖�ŝŶ�ƚŚŝƐ�ƐĐĞ-
ŶĂƌŝŽ�ƚŚĞ�,�K�ƚŚĞŶ�ĂĐĐĞƉƚƐ�ŶŽƚ�ũƵƐƚ�ƚŚĞ�ƌŝƐŬ�
ŽĨ�ƉĂƚĐŚŝŶŐ͕�ďƵƚ�ĂůƐŽ�ƚŚĞ�ƌŝƐŬ�ŽĨ�ƵŶŝŶƚĞŶĚĞĚ�
ĐŽŶƐĞƋƵĞŶĐĞƐ�ƌĞůĂƟŶŐ�ƚŽ�ƚŚĞ�ƐŽŌǁĂƌĞ�ƉĂƚĐŚ�
ĂŶĚ�ƚŚĞ�ĚĞǀŝĐĞ;ƐͿ�ŝŶ�ƵƐĞ�ƐƵƉƉŽƌƟŶŐ�ƉĂƟĞŶƚ�
ĐĂƌĞ͘�dŚŝƐ�ŝƐ�ŶŽƚ�Ă�ƐƚĂŶĐĞ�ŵŽƐƚ�,�KƐ�ĂƌĞ�ĐŽŵ-
ĨŽƌƚĂďůĞ�ƚĂŬŝŶŐ͕�ŝĨ�ƚŚĞǇ�ĞǀĞŶ�ŚĂǀĞ�ƚŚĞ�ĐĂƉĂ-
ďŝůŝƚǇ�Žƌ�ƉƌŽŐƌĂŵ�ŵĂƚƵƌŝƚǇ�ƚŽ�ůĞĂĚ�ƚŽ�ƐƵĐŚ�Ă�
ĚĞĐŝƐŝŽŶ͘��ĞǇŽŶĚ�ƚŚĞ�ĚĞǀŝĐĞ�ĂƐ�ĂŶ�ĞŶĚ�ƉŽŝŶƚ͕�
ƚŚĞ�&���ƉŽƐƚͲŵĂƌŬĞƚ�ŐƵŝĚĂŶĐĞ�ŵĂŬĞƐ�ŝƚ�ĐůĞĂƌ�
ƚŚĂƚ�,�KƐ�͞ƐŚŽƵůĚ�ĞǀĂůƵĂƚĞ�ƚŚĞŝƌ�ŶĞƚǁŽƌŬ�
ƐĞĐƵƌŝƚǇ�ĂŶĚ�ƉƌŽƚĞĐƚ�ƚŚĞŝƌ�ŚŽƐƉŝƚĂů�ƐǇƐƚĞŵƐ͘͟ �
dŚĞ�ŝŶĚŝǀŝĚƵĂů�,�K�ŚĂƐ�ĐůĞĂƌ�ƌĞƐƉŽŶƐŝďŝůŝƚǇ�ƚŽ�
ŵĂŝŶƚĂŝŶ�ƚŚĞ�ƐĞĐƵƌĞ�ďĂƐĞůŝŶĞ�ŽĨ�ƚŚĞ�ĐŽŶŶĞĐƚ-
ĞĚ�ĚĞǀŝĐĞƐ�ƚŚĞǇ�ƉƵƌĐŚĂƐĞ�ĂŶĚ�ƉƵƚ�ŽŶ�ƚŚĞŝƌ�
ŶĞƚǁŽƌŬ͘��ŚĂůůĞŶŐĞ�ŝƐ�ƚŚĞƌĞ�ĂƌĞ�Ă�ƚĞŶƐ�ŽĨ�
ƚŚŽƵƐĂŶĚƐ�ŽĨ�ǀƵůŶĞƌĂďŝůŝƟĞƐ�ĂĐƌŽƐƐ�ƚŚŽƵƐĂŶĚƐ�
ŽĨ�ĚĞǀŝĐĞƐ�ĂŶĚ�ůŝŵŝƚĞĚ�ƌĞƐŽƵƌĐĞƐ͘

/Ŷ�ƚŚĞ�ĚǇŶĂŵŝĐ�ƐƉĂĐĞ�ŽĨ�ĞǆƉŽŶĞŶƟĂůůǇ�ĞƐĐĂ-
ůĂƟŶŐ�ĐǇďĞƌͲƚŚƌĞĂƚƐ�ŝƚ�ŝƐ�ĞƐƐĞŶƟĂů�ƚŚĞŶ�ĨŽƌ�ĂŶ�
ŽƌŐĂŶŝǌĂƟŽŶ�ƚŽ�ĚĞƚĞƌŵŝŶĞ�ƚŚĞ�ŵŽƐƚ�ĐƌŝƟĐĂů�
ǀƵůŶĞƌĂďŝůŝƟĞƐ�ƚŽ�ĨŽĐƵƐ�ƚŚĞŝƌ�ƌĞƐŽƵƌĐĞƐ�ĂŶĚ�
ĞīŽƌƚƐ�ĂŶĚ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�ŚŽǁ�ƚŽ�ŵŝƟŐĂƚĞ�
ƌŝƐŬƐ�ǁŚĞŶ�ŶŽ�ŵĂŶƵĨĂĐƚƵƌĞƌ�ĐĞƌƟĮĞĚ�ƉĂƚĐŚ�
ĞǆŝƐƚƐ�Žƌ��ǁŚĞƌĞ�ďƌŽĂĚ�ŶĞƚǁŽƌŬ�ďĂƐĞĚ�ƐĞŐ-
ŵĞŶƚĂƟŽŶ�ĂŶĚ�ƋƵĂƌĂŶƟŶŝŶŐ�ƚĞĐŚŶŝƋƵĞƐ�ĂƌĞ�
ŶŽƚ�ĞĂƐŝůǇ�ĂƉƉůŝĞĚ�Žƌ�ĂƌĞ�ĞīĞĐƟǀĞ�(due to the 
ĐŚĂůůĞŶŐĞ�ŽĨ�ĂƉƉůǇŝŶŐ�ƚŚĞŵ�ĂĐĐƵƌĂƚĞůǇ�ŽŶ�
ƚŚĞ�ŶĞƚǁŽƌŬ�KZ�ƚŚĞ�ƌŝƐŬ�ŽĨ�ŽǀĞƌůŽĂĚŝŶŐ�ǇŽƵƌ�
ŶĞƚǁŽƌŬ�ĂƉƉůŝĂŶĐĞƐ�KZ�ƐŝŶĐĞ�ƌŝƐŬƐ�ŽĨ�ƐƉĞĐŝĮĐ�
ǀƵůŶĞƌĂďŝůŝƟĞƐ�ŵŝŐŚƚ�ŶŽƚ�ŐĞƚ�ĂƵƚŽŵĂƟĐĂůůǇ�
ŵŝƟŐĂƚĞĚ�ďǇ�ďƌŽĂĚ�ƐĞŐŵĞŶƚĂƟŽŶ�ƚĞĐŚŶŝƋƵĞƐ��
Ϳ͘�dŚĞƐĞ�ĐĂƉĂďŝůŝƟĞƐ�ĂƌĞ�ĞƐƐĞŶƟĂů�ĨŽƌ�ƚŚĞ�
ŚĞĂůƚŚĐĂƌĞ�ƐǇƐƚĞŵ�ƚŽ�ƌĞĚƵĐĞ�ƌŝƐŬ͕�ƉƌŝŽƌŝƟǌĞ�
ƌĞƐŽƵƌĐĞƐ͕�ĂŶĚ�ĞŶƐƵƌĞ�ƉĂƟĞŶƚ�ƐĂĨĞƚǇ�ĂŶĚ�
ƋƵĂůŝƚǇ�ƉĂƟĞŶƚ�ĐĂƌĞ͘�

�ĞŝŶŐ�ĂďůĞ�ƚŽ�ƉƌŝŽƌŝƟǌĞ�ĂĐƌŽƐƐ�ĚŝīĞƌĞŶƚ�
ǀƵůŶĞƌĂďŝůŝƟĞƐ�ĂŶĚ�ĚĞǀŝĐĞƐ�ĂĐƌŽƐƐ�ĂŶ�,�K�
ƌĞƋƵŝƌĞƐ�ƵŶĚĞƌƐƚĂŶĚŝŶŐ�ŽĨ�ƚŚĞ�ŝŶĚŝǀŝĚƵĂů�ĞŶĚ-
ƉŽŝŶƚƐ�ĂŶĚ�ŽƚŚĞƌ�ĨĂĐƚŽƌƐ�ŝŶ�ƚŚĞ�ĞŶǀŝƌŽŶŵĞŶƚ͘�
EŽƚ�Ăůů�ƌŝƐŬƐ�ĂƌĞ�ĐƌĞĂƚĞĚ�ĞƋƵĂů�ĂŶĚ�Ă�ƉĂƌƚŶĞƌ�
ƚŚĂƚ�ĐĂŶ�ĚŝīĞƌĞŶƟĂƚĞ�ǁŚĞƌĞ�ƚŚĞ�ŵĂŝŶ�ƌŝƐŬƐ�

ĂŶĚ�ƉƌŝŽƌŝƟĞƐ�ĂƌĞ�ĐĂŶ�ƉƌŽǀŝĚĞ�Ă�ŐƌĞĂƚ�ŽƉ-
ƉŽƌƚƵŶŝƚǇ�ƚŽ�ƐƚĂƌƚ͕�ĂŶĚ�ĂůŝŐŶ͕�Ă�ĐŽŶŶĞĐƚĞĚ�
ŵĞĚŝĐĂů�ĚĞǀŝĐĞ�ƐĞĐƵƌŝƚǇ�ƉƌŽŐƌĂŵ�ǁŝƚŚ�ƚŚĞ�/d�
ƉƌŽŐƌĂŵ͘�hƟůŝǌŝŶŐ�Ă�ƌŝƐŬͲďĂƐĞĚ�ĂƉƉƌŽĂĐŚ�ƚŽ�
ǀƵůŶĞƌĂďŝůŝƚǇ�ŵĂŶĂŐĞŵĞŶƚ�ĂůŽŶŐ�ǁŝƚŚ�ǁŽƌŬ-
ĂƌŽƵŶĚƐ�ƉĞƌŵŝƚƐ�ƚŚĞ�ĚĞƉůŽǇŵĞŶƚ�ĂŶĚ�ƵƐĞ�ŽĨ�
ƐĐĂƌĐĞ�ƌĞƐŽƵƌĐĞƐ�ŽŶ�ƚĂƐŬƐ�ƚŚĂƚ�ŵŝƟŐĂƚĞ�ĂŶĚ�
ƌĞĚƵĐĞ�ƌŝƐŬ�ƚŽ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ͘�

ASIMILY and the ASIMILY INSIGHT 
platform provides both.

hƟůŝǌŝŶŐ�ĚĞĞƉ�ƉĂĐŬĞƚ�ƉĂƌƐŝŶŐ͕��ƌƟĮĐŝĂů�/ŶƚĞůůŝ-
ŐĞŶĐĞ�ĂŶĚ�DĂĐŚŝŶĞ�>ĞĂƌŶŝŶŐͲĞŶĂďůĞĚ�ĞǆƉůŽŝƚ�
ĂŶĂůǇƐŝƐ�ĂůŐŽƌŝƚŚŵƐ͕��^/D/>z�/E^/',d Ɛ͛�ƌŝƐŬͲ
ďĂƐĞĚ�ŵĞƚŚŽĚŽůŽŐŝĞƐ�ĚĞǀĞůŽƉĞĚ�ƐƉĞĐŝĮĐĂůůǇ�
ĨŽƌ�ŵĞĚŝĐĂů�ĂŶĚ�ĐŽŶŶĞĐƚĞĚ�ĚĞǀŝĐĞƐ͕�ĞŶĂďůĞƐ�
ƚŚĞ��ƐŝŵŝůǇ�/E^/',d�ƉůĂƞŽƌŵ�ƚŽ�ĚŝīĞƌĞŶƟĂƚĞ�
ƌŝƐŬ�ĂĐƌŽƐƐ�ƚŚĞ��E^/ͬ��D/ͬ/���ϴϬϬϬϭ�ƌŝƐŬ�
ŵĂŶĂŐĞŵĞŶƚ�ĨƌĂŵĞǁŽƌŬ͗

ϭ͘� WĂƟĞŶƚ�^ĂĨĞƚǇ
Ϯ͘� �ůŝŶŝĐĂů��īĞĐƟǀĞŶĞƐƐ
ϯ͘� �ĂƚĂͬEĞƚǁŽƌŬ�^ĞĐƵƌŝƚǇ
ϰ͘� �ƵƐŝŶĞƐƐͬKƉĞƌĂƟŽŶƐ�/ŵƉĂĐƚ

/Ŷ�ĂĚĚŝƟŽŶ�ŝŶĨŽƌŵĂƟŽŶ�ĨƌŽŵ�DĂŶƵĨĂĐƚƵƌĞƌ�
ƐĞĐƵƌŝƚǇ�ĐĂƉĂďŝůŝƟĞƐ�;D�^ϮƐͿ�ĂƌĞ�ŝŶĐŽƌƉŽƌĂƚ-
ĞĚ�ŝŶƚŽ�ƚŚĞ�ĂŶĂůǇƐŝƐ�ƚŽ�ƵŶĚĞƌƐƚĂŶĚ�ƚŚĞ�ŚŝŐŚ�
ůŝŬĞůŝŚŽŽĚ�ĂŶĚ�ŚŝŐŚ�ŝŵƉĂĐƚ�ǀƵůŶĞƌĂďŝůŝƟĞƐ�
ĂŶĚ�ĚĞǀŝĐĞƐ�ŝŶ�ƚŚĞ�ĞŶǀŝƌŽŶŵĞŶƚƐ͘�KŌĞŶ͕�
ƚŚĞ�ŝĚĞŶƟĮĞĚ�ǀƵůŶĞƌĂďŝůŝƟĞƐ�ĐĂŶ�ŝŶĐůƵĚĞ�Ă�
ŵŝƟŐĂƟŽŶ�ƌĞĐŽŵŵĞŶĚĂƟŽŶ�ƐŽ�ŝĚĞŶƟĮĞĚ�
ƌŝƐŬƐ�ĐĂŶ�ďĞ�ŵŝƟŐĂƚĞĚ�ǁŝƚŚ�ŽƚŚĞƌ�ƚĞĐŚŶŝĐĂů�Žƌ�
ĂĚŵŝŶŝƐƚƌĂƟǀĞ�ĐŽŶƚƌŽůƐ�ǁŚĞŶ�ƉĂƚĐŚŝŶŐ�ŝƐ�ŶŽƚ�
ƉŽƐƐŝďůĞ͘�dŚŝƐ�ƉĞƌŵŝƚƐ�Ă�ƐƚƌƵĐƚƵƌĞĚ�ĂŶĚ�ƐƚƌĂ-
ƚĞŐŝĐ�ƚŽ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ Ɛ͛�ĐŽŶŶĞĐƚĞĚ�ŵĞĚŝĐĂů�
ĚĞǀŝĐĞ�ƌŝƐŬ�ŵĂŶĂŐĞŵĞŶƚ�ƉƌŽŐƌĂŵ͘�tŝƚŚ�ƚŚŝƐ�
ĐĂƉĂďŝůŝƚǇ�ĂŶĚ�ĂƉƉƌŽĂĐŚ�ƚŚĞ�ŽƌŐĂŶŝǌĂƟŽŶ�ĐĂŶ�
ĨŽĐƵƐ�ƚŚĞŝƌ�ůŝŵŝƚĞĚ�ƌĞƐŽƵƌĐĞƐ�;ƟŵĞ͕�ŵŽŶĞǇ͕ �
ƉĞŽƉůĞͿ�ŽŶ�ƌŝƐŬƐ�ǁŝƚŚ�ŚŝŐŚĞƐƚ�ŝŵƉĂĐƚ�ƚŽ�ƚŚĞ�
ŽƌŐĂŶŝǌĂƟŽŶ

/Ŷ�ƐƵŵŵĂƌǇ͕ �ƉĂƚĐŚŝŶŐ�Žƌ�ďƌŽĂĚ�ƐĞŐŵĞŶƚĂ-
ƟŽŶ�ĂůŽŶĞ�ŝƐ�ŶŽƚ�Ă�ƌĞĂƐŽŶĂďůĞ�ĂƉƉƌŽĂĐŚ�ƚŽ�
ĂĚĚƌĞƐƐ�ĐǇďĞƌƐĞĐƵƌŝƚǇ�ĂŶĚ�ǀƵůŶĞƌĂďŝůŝƚǇ�ŵĂŶ-
ĂŐĞŵĞŶƚ�ĨŽƌ�ĐŽŶŶĞĐƚĞĚ�ŵĞĚŝĐĂů�ĚĞǀŝĐĞƐ͖�ŝƚ�
ŝƐ�ŶŽƚ�ƉƌĂĐƟĐĂů�ĂŶĚ͕�ŝŶ�ŵĂŶǇ�ĐĂƐĞƐ͕�ŶŽƚ�ƉŽƐ-
ƐŝďůĞ͘�ASIMILY INSIGHT�ĐĂŶ�ĂůůŽǁ�ŽƵƌ�ŚĞĂůƚŚ�
^ǇƐƚĞŵ�ƚŽ�ƐĂǀĞ�ƟŵĞ�ĂŶĚ�ƌĞƐŽƵƌĐĞƐ�ĨŽĐƵƐŝŶŐ�
ŽŶ�ƚŚĞ�ŵŽƐƚ�ĐƌŝƟĐĂů�ǀƵůŶĞƌĂďŝůŝƟĞƐ�ĂŶĚ�ĚĞ-
ǀŝĐĞƐ͕�ŵŝƟŐĂƚĞ�ƌŝƐŬƐ�ĨŽƌ�ƐƵĐŚ�ĚĞǀŝĐĞƐ�ƚŚƌŽƵŐŚ�
�ƐŝŵŝůǇ�ƌĞĐŽŵŵĞŶĚĞĚ�ĂĐƟŽŶƐ�ĂŶĚ�ĞǆƚĞŶĚ�
ůŝĨĞ�ĨŽƌ�Ăůů�ŽƚŚĞƌ�ĚĞǀŝĐĞƐ�ƉƌŽǀŝĚŝŶŐ�Ă�,ĞĂůƚŚ�
^ǇƐƚĞŵ�Ă�ƚƌƵĞ�ZĞƚƵƌŶ�ŽŶ�/ŶǀĞƐƚŵĞŶƚ�ƚŚƌŽƵŐŚ�
sƵůŶĞƌĂďŝůŝƚǇ�DĂŶĂŐĞŵĞŶƚ͘

Vulnerability Management for Medical Devices
A risk mitigation approach for health technology managers
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REQUEST A DEMO TODAY

INVENTORY

Monitor and Classify 
devices passively 

using machine 
learning, deep 

packet inspection 
and parsing; 
characterize 

security posture.

RISK MONITORING

Monitor Threats, 
Anomalies and 
(]FIV�TSPMGMIW�

PRIORITIZE

ASIMILY prioritizes 
vulnerabilities 

with the highest 
likelihood and 
highest impact 

on clinical 
safety, business 
operations, and 

data security.

FIX

Plan mitigation 
of vulnerabilities 

using ASIMILY 
recommendations 

and block /
quarantine devices 

if anomalies or 
security concerns 

are detected.

REPORT

Generate reports 
on Medical and IoT 

device attribute, 
GSRǻKYVEFPI�

reporting tool to 
create reports, 

access any out of 
the box ASIMILY 

reports.

FEATURES INCLUDE

ȟȟ	
Device Accuracy on 

(PEWWMǻGEXMSR

ȁȍ	
Reduction in  
manpower

Ȧ�ȉȉȉ
Sites

deployed

Keep Your Medical 
Devices Safe From 

Cyber Attacks


